
gjsflGtk'/ art tyf C0f ;xsf/L ;+:yf ln=  

alQ;k'tnL, sf7df08f } 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

;"rgf k|ljlw gLlt tyf sfo{ljlw–@)*! 



 

k]h g+= 1÷13 
 

gjsflGtk'/ art tyf C0f ;xsf/L ;+:yf ln=  

alQ;k'tnL, sf7df08f} 

;"rgf k|ljlw gLlt tyf sfo{ljlw–@)*! 

 

k|:tfjgf M ;+:yfsf] sf/f]af/sf] l;nl;nfdf ;do ;fk]If k|ljlwsf] lj:tf/ ub}{ sf/f]af/nfO{ 

Jojl:yt, k|efjsf/L / ;'/lIft agfpg of] ;"rgf k|ljlw gLlt tyf sfo{ljlw tof/ u/L nfu"  

ul/Psf] 5M 

 

!= gfd M o; gLltsf] gfd …;"rgf k|ljlw gLlt tyf sfo{ljlw–@)*!Ú x'g]5 . 

@= k|f/De M of] gLlt ;+:yfsf] aflif{s ;fwf/0f ;efaf6 kfl/t ePsf] ldltb]lv nfu' x'g]5 .  

#= kl/efiff M ljifo jf k|;ª\un] csf]{ cy{ gnfu]df o; gLlt tyf sfo{ljlwdf M 

#=! æ;+:yfÆ eGgfn] gjsflGtk'/ art tyf C0f ;xsf/L ;+:yf lnld6]8, alQ;k'tnLnfO{ 

;Demg'  kg]{5 .  

#=@ æ;b:oÆ eGgfn] tf]lsPsf] k|lj|mof k'/f u/L ;+:yfsf] ;b:otf lnPsf] JolQm jf ;+:yfnfO{ 

;Demg' kg]{5 . 

#=# æsd{rf/LÆ eGgfn] tf]lsPsf] k|lj|mof k'/f u/L ;+:yfdf lgo'lQm kfPsf :yfoL, c:yfoL, 

s/f/ / Hofnfbf/L sd{rf/LnfO{ ;Demg' kg]{5 .  

 

$= ;"rgf tyf k|ljlwsf] k|of]uM 

$=! ;+:yfsf] sf/f]af/sf] l;nl;nfdf k|d'v sfo{sf/L÷dxfk|jGwssf] dftxtdf /xg] u/L 

5'6\6} ;"rgf tyf k|ljlw -cfO6L_ ljefu /xg] 5 . 

$=@ ;+:yf;Fu ;DalGwt ;Dk"0f{ sf/f]af/nfO{ sDKo'6/ k|ljlwsf] k|of]u u/L ;'/lIft / ;xh 

agfOg] 5 . 

$=#  ;+:yfsf] gfddf j]e;fO6, ;b:o efO{j/ u|'k / km];a's k]h lgdf{0f u/L ;f] dfkm{t 

;+:yfsf ultljlwx¿ ;fj{hlgs ul/g]5 . 

$=$ ;+:yf cGtu{tsf sfof{nout sf/f]af/nfO{ cGt/sfof{no ;~hfn (Networking) 

dfkm{t s]lGb|s[t ul/g] 5 . 

$=% ;"rgf k|ljlwsf] If]qdf ePsf / eljiodf x'g] ljsf;nfO{ ;+:yfsf] cfjZostfsf 

cfwf/df j|mdzM cfTd;fy ub}{ nlug] 5 .  

$=^ sfof{nox?df /x]sf sDKo'6/df clkml;on ;km\6j]o/ h8fg ;+:yfsf] cfO6L ljefu 

dfkm{t x'g]5 . cglws[t ;km\6j]o/, k|f]u|fd h8fg ug{ kfOg] 5}g . 

$=& ;]jf k|bfos lgsfosf] ;xof]udf sDKo'6/, ;km\6j]o/ tyf cGo ;"rgf k|ljlw ;DalGw 

pks/0fx? ;do–;dodf cBfjlws tyf dd{t ;Def/ ul/g] 5 . 



 

k]h g+= 2÷13 
 

$=* l8lh6n sf/f]jf/ k|0ffnLsf] Joj:yfkgsf] nflu ;+:yfsf] s]lGb|o sfof{nodf l8lh6n 

sf/f]jf/ k|d'vsf] g]t[Tjdf Ps l8lh6n sf/f]jf/ ljefusf] :yfkgf ul/g]5 . 

%= 8f6f ;]G6/ Joj:yfkg (Data Centre Management) : 

%=! cfO6L ljefusf] lhDd]jf/Ldf ;+:yfsf] k|wfg sfof{nodf 8f6f ;]G6/ /xg]5 . 

%=@ pQm 8f6f ;]G6/df Computer Servers, Networking Equipments, Switch, 

Firewall Device, Router, UPS tyf ;"rgf k|ljlw;Fu ;DalGwt dxTjk"0f{ 

pks/0fx? /xg]5g\ . 

%=# Data Centre df cglws[t JolQmnfO{ k|j]z lgif]w x'g]5 . k|d'v sfo{sf/L÷dxfk|jGws, 

cfO6L ljefu k|d'v jf lghn] tf]s]sf] JolQm dfq o; ;]G6/df k|j]z ug{ ;Sg]5g\ . 

%=$ 8f6f ;]G6/df s'g} klg vfgkfgsf j:t'x?, k|Hjnglzn kbfy{x? n}hfg kfOg] 5}g . 

%=% 8f6f ;]G6/df pko'Qm tfkqmd sfod /fVg' kg{]5 . 

%=^ 8f6f ;]G6/df k|j]z ubf{ / aflxl/Fbf clgjfo{ nua's eg'{kg]{5 . 

%=& 8f6f ;]G6/sf] ;'/Iff ug]{ lhDd]jf/L ;DalGwt ljefuLo k|d'v / tf]lsPsf] sd{rf/Lsf] 

x'g]5 . 

^= ;]jf k|0ffnL Joj:yfkg (Server System Management) M  

;+:yfaf6 k|bfg ul/g] ;]jfnfO{ k|efjsf/L / ;'/lIft agfpg k|wfg sfof{no 

alQ;k'tnLdf lgDgcg';f/ ;]jf k|0ffnL :yfkgf u/L ;f]sf] Joj:yfkg ul/g] 5 M 

^=! tYofª\sdf cfwfl/t ;]jf (Database Server- Mainserver) M 

^=!=! d]g;e{/ gfds of] ;e{/af6 ;+:yfsf] ;Dk"0f{ tYof+s ;'/lIft ul/g] 5 . 

^=!=@ of] ;e{/nfO{ @$ ;} 3G6f nfOe ;e{/sf] sf] ?kdf k|of]u ul/g] 5 . 

^=!=# of] ;e{/n] l/df]6 6]n/ ;~rfng sfo{ ug]{ 5 . 

^=!=$ of] ;e{/n] ;+:yfsf] ;km\6j]o/;Fu ;DalGwt ;Dk"0f{ 8f6f :6f]/ ug]{ 5 . 

^=@ k|ltlnlk ;]jf (Back-up Server- Indrachwok) M 

^=$=! O{Gb|rf]s gfds of] ;e{/df k'/fgf] Datebase ;'/lIft ul/g] 5 . 

^=$=@ of] ;e{/nfO{ ljz]if cj:yfdf c:yfoL ?kdf cGo ;e{/sf] p4f/stf{ ;e{/sf] 

?kdf k|of]u ul/g] 5 .  

^=# 8f6f Aofsck (Data Backup ) M 



 

k]h g+= 3÷13 
 

^=#=! ;+:yfn] k|of]udf NofPsf] a}lsª\u ;km\6j]o/;Fu ;DjlGwt cl3Nnf] lbgsf] 

8f6fx?nfO{ cfO6L ljefudfkm{t\ o; ;e{/ sDDo'6/df Aofsck ul/g]5 . 

^=#=@ o; ;e{/nfO{ k|wfg sof{no l:yt cfOl6 ljefudf Aojl:yt k'jf{wf/ ;lxt 

Aoj:yfkg ul/g]5 . 

^=#=# s]lGb|o ;e{/jf6 8f6f Aofsck sfof{no ;do afx]ssf] ;dodf lng'kg{]5 . 

^=#=$ ;+:yfsf] 8f6f ;'/Iffy{ sf/f]jfl/s tYof+s (Data) nfO{ Snfp8df /flv hf]lvd 

Go'lgs/0f ug{ ;lsg]5 . 

^=#=% lgIf]k vftfsf] x:tfIf/ gd'gf sf8{, ;b:osf] gful/stfsf] ;Ssnsf] :Sofg 

skL, ;b:osf] kmf]6f] nufotsf sfuhftx? cfO6L ljefun] tf]s]sf] ;e{/ 

nf]s];g tyf 5'6\6} xf8{l8S;df b}lgs Aofsck ;DalGwt sfof{non] ug'{kg]{5 .  

&= g]6js{ k|0ffnL (Network System)M  

;+:yfsf] sf/f]af/nfO{ Ps csf{ sDKo'6/lar ;~hfn lgdf{0f ug{sf nflu lgDgcg';f/ 

g]6js{ k|of]u ul/g] 5 M 

&=! cfGtl/s g]6js{ (LAN) M ;+:yfsf s'g} klg sfof{nodf k|To]s sDKo'6/nfO{ 

l:jr xadfkm{t OG6/gn g]6js{ jfo/af6 ;Dks{ u/fOg] 5 . 

&=@ tf//lxt g]6js{ (WAN) M 

&=@=! tf//lxt cfGtl/s ;~hfnsf] dfWodaf6 ;+:yfsf ljleGg sfof{nolar 

s]Gb|Lo ;~hfn;Fu ;Dks{ u/fOg] 5 .  

&=# kmfOa/ sg]lS6le6L M ;+:yfn] cGt/ sfof{no g]6jls{ª\u ug{ kmfOj/ k|0ffnL 

h8fg ul/g]5 . h; cGt/ut sfof{no ;Dks{ :yflkt ug{ lelkPg /fp6/ 

l8efO; h8fg ul/g]5 . 

&=$ d]g]h]l/on :rLr M ;+:yfsf] OG6/g]6 b'?kof]u /f]Sg / sDKo'6/df efO/; k|j]z 

/f]Sg Firewall Managerial Switch nufotsf l8efO; k|of]u ul/g]5 . 

*= OG6/sd sDo'lgs];g (EPABX) M  

;+:yfsf ;a} sfof{nox?df OG6/sd sDo'lgs];g Joj:yf ul/g]5 .  

 



 

k]h g+= 4÷13 
 

(= O{–xflh/LM  

;+:yfdf sfo{/t sd{rf/Lsf] xflh/L Joj:yfkgnfO{ r':t, b'?:t / cfw'lgsLs/0f ug{ O{–

xflh/L k|ljlw /xg]5 . pSt k|of]hgsf nflu O{–xflh/L ;km\6j]o/ / yDk d]lzgsf] k|of]u 

ul/g]5 . 

!)= a}ª\lsª ;km\6j]o/M 

!)=! ;km\6j]o/ M ;+:yfsf] sf/f]af/nfO{ Jojl:yt, ;xh / k|efjsf/L agfpg cflwsfl/s / 

cg'ejL ;]jfk|bfos ;+u sf]/ a}ª\lsª l;:6d (Core Banking System) jf 

;xsf/L ;km\6j]o/ PlKns]zg vl/b ul/ k|of]u ul/g] 5 . of] PlKns];gsf ljz]if 

k|sf/sf ljz]iftfx? x'g]5g\ M 

(i) Multiple Branch Banking 

(ii) SMS Banking 

(iii) Mobile Banking 

(iv) Depositary Management 

(v) Transaction Verification 

!)=@ ;km\6j]o/ ;DjlGw Aoj:yf M 

!)=@=! ;+:yfn] ;~rfngdf NofPsf] ;km\6j]o/df Psk6s k|ljli6ul/Psf] 

l8kf]lh6 PsfGp6, ;]o/ PsfpG6, shf{ PsfpG6, d]Dd/ cfO8L, h]g]/n 

n]h/nfO{ ;Dkfbg ug{ kfOg] 5}g . ljz]if cj:yfdf e'na; ul/Psf] 

k|ljli6 ;Dkfbg ug{sf] nflu cfO6L ljefusf] cg'dlt clgjfo{ x'g]5 . 

!)=@=@ s'g} art vftfsf] s'g} jf ;a} k] c8{/ l:nk Ans ug{ cg'/f]w ePdf jf 

lgIf]k vftf ;:k]G; ug'{kg]{ ePdf ;f] sf] hfgsf/L kfpgf;fy ;DalGwt 

ljefun] ug]{5 . 

!)=@=# k|To]s sfof{non] b}lgs ;km\6j]o/ ;DaGwL sf/f]af/nfO{ ;fFem * 

ah]leqdf ;DkGg ul/ ;Sg'kg{]5 . olb sf/0fa; sfo{ ;DkGg ug{ 

g;lsg] cj:yf l;h{gf ePdf ;DjlGwt ljefudf clu|d hfgsf/L 

;lxtsf] lgj]bg k]; ug'{kg{]5 . 



 

k]h g+= 5÷13 
 

!)=@=$ q}dfl;s ef}r/ P8h;d]06 q}dfl;s cjlw ;dfKt ePsf] & lbg / 

jflif{s Snf]lhª ef}r/ P8\h;d]G6 cfly{s jif{ ;dfKt ePsf] !^ lbg leq 

ul/;Sg'kg]{ 5 . 

!)=# ;km\6j]o/sf ljz]iftf M 

!)=#=! cGt/ sfof{no cfOlal6 ug{ ;lsg] 

!)=#=@ cGt/ sfo{no art vftfdf /x]sf] /sd x]g{ ;lsg] 

!)=#=# 8f6fa]; ;km\6j]o/ 

!)=#=$ cGt/ sfof{no e'QmfgLk'hf{ pknAw x'g] 

!)=#=% dlN6kn x:tfIf/ 

!)=#=^ l;+un 8f6fa]; dlN6kn a|fGr 

!)=#=& l8kf]lh6/L kld{;g 

!)=#=* o'h/ d]g]hd]G6 

!)=#=( d]g' kf]ln;L 

!)=#=!) ef}r/ e]l/lkms];g 

!)=#=!! skf{]/]6 l/kf{]6 

!)=#=!@ ay{ 8] lkmr/ 

!)=#=!# OG:of]/]G; lkmr/ 

!)=$ df]afOn :df6{ sn]S;g ;DalGw Joj:yf M 

!)=$=! ;+:yfn] l8lh6n k|ljlwsf] k|of]u u/L ahf/ k|ltlglwx?dfkm{t j|mdzM 

df]afOn :df6{ sn]S;g ub}{ nfg] 5 . 

!)=$=@ Pg8«f]O8 cf]P; ePsf :df6{ kmf]gdf ;+:yfsf] sn]S;g PK; /flvg]5 . 

!)=$=# ahf/ k|ltlglwn] lbgel/sf] sf/f]af/nfO{ pQm PK;df k|ljli6 u/L 

sfof{nodf Nofpg' kg]{5 .  

!)=$=$  sfof{non] pSt /]s8{nfO{ gub;Fu e]l/kmfO{ u/L ;km\6j]o/d k|ljli6 

ul/g] 5 . 



 

k]h g+= 6÷13 
 

!)=$=% ;DalGwt ahf/ k|ltlglwn] cfkm"n] sn]S;g u/]sf] ljj/0fsf] Ps k|lt 

lk|G6 u/L ;+:yfsf] l8lh6n sf/f]jf/ ljefu k|d'v nfO{ ?h' u/fO{ 

sfof{nodf ;'/lIft /fVg' kg]{5 . 

!)=% P;PdP; ;le{; Joj:yf M 

;+:yfn] cfkm\gf ;]o/ ;b:ox?nfO{ ;+:yfut ;"rgf ;Dk|]if0f ug{ P;PdP; ;]jf 

;~rfng ug{ ;Sg]5 . 

!)=^= df]jfO{n ;xsf/Ltf ;DaGwL Joj:yf M 

!)=^=! ;+:yfn] cfkm\gf ;]o/ ;b:ox?nfO{ df]jfO{n ;xsf/Ltf ;]jf k|bfg ug{] 5 . 

!)=^=@ ;b:on] cfkm\gf] df]jfOndf ;+:yfsf] PK; dfkm{t Fund Transfer ug{, NTC, 

Ncell, Internet, Telephone, Dishhome l/rfh{ h:tf Utility payment 

;'ljwfx? k|fKt ug{ ;Sg]5g\ . 

!)=^=# dfly plNnlvt ;'ljwfsf cltl/St ;]o/ ;b:onfO{ cfkm\gf] vftfsf] Aofn]G; 

OGSj]/L, Psfp08 :6]6d]G6, lgIf]k hDdf tyf lkmtf{ ubf{sf] gf]l6lkms];g 

nufotsf ;'ljwf k|bfg ul/g]5 . 

!)=^=$ dfly plNnlvt ;]jf k|bfg u/]jfkt ;b:on] tf]lsPadf]lhdsf] aflif{s ;]jf z'Ns 

a'emfpg'kg{]5 . ;f] /sd ;DjlGwt ;b:osf] vftfjf6 sfl6g]5 . 

!!= OG6/g]6 k|of]u M  

;+:yfsf] tkm{af6 OG6/g]6 k|bfos ;+:yf (ISP) ;Fu ;Demf}tf u/L Unlimited 

Dedicated Internet k|of]udf NofOg] 5 . pSt OG6/g]6nfO{ ;+:yfsf] tf//lxt 

cfGtl/s g]6js{ (WAN)÷kmfOa/ cK6Lsn dfkm{t ;a} sfof{nodf ljt/0f ul/g]5 . 

!@= pmhf{ Joj:yfkg M  

;+:yfdf h8fg ul/Psf oGq pks/0f k|of]usf nflu ljB't pmhf{sf] ljsNksf ?kdf 

o'lkP; l;:6d k|of]udf NofOg] 5 . ;fy} cfjZostf cg';f/ h]g]/]6/ jf ;f]nf/ h8fg 

u/L j}slNks pmhf{sf] ?kdf k|of]udf NofOg]5 . 

!#= oGq pks/0fx? M 

;+:yfsf] cfjZostfsf cfwf/df ljleGg sfof{nox?df lgDg oGq pks/0fx? k|of]udf 

NofpFb} nlug] 5 M 



 

k]h g+= 7÷13 
 

!#=! sDKo'6/ ;]6 

!#=@ ljleGg k|sf/sf lk|G6/x? -n]h/, OGsh]6, 86 cflb_ 

!#=# :Sofg/ 

!#=$ l8lh6n Sofd]/f 

!#=% gf]6 sfplG6ª d]l;g -n'h / aG8n_ 

!#=^ kmf]6f]skL d]l;g 

!#=& k|f]h]S6/ 

!#=* d]6n l86]S6/ 

!#=( clUg lgoGqs 

!#=!) km]s gf]6 l86]S6/ 

!#=!! 6]lnlehg 

!#=!@ l;;L Sofd]/f /]s8{/ 

!#=!# l;;L Sofd]/f 

!#=!$ Os]S6«f]lgS; P6]G8]G; 

!#=!% /fp6/ 

!$= j]e;fO6, Od]n / km];a'ssf] k|of]u M 

!$=! ;+:yfsf ljleGg ultljlwx?nfO{ OG6/g]6dfkm{t ;+;f/el/ x]g{ / ;'Ggsf nflu ;+:yfsf] 

cflwsfl/s j]e;fO6sf] ?kdf www.nawakantipur.com.np /xg] 5 . 

!$=@ ;+:yfsf] k|wfg sfof{nosf] cflwsfl/s Od]n 7]ufgfsf] ?kdf 

info@nawakantipur.com.np /xg]5 . 

!$=# km];a's 7]ufgfsf] ?kdf www.facebook.com/NawakantipurLTD /xg] 5 . 

!$=$ cGo sfof{no tyf lgsfosf] Od]n tkl;n cg';f/sf] /xg]5 . 

Email 
admin@nawakantipur.com.np 

mailto:info@nawakantipur.com.np
http://www.facebook.com/NawakantipurLTD
mailto:admin@nawakantipur.com.np
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battisputali@nawakantipur.com.np  

indrachowk@nawakantipur.com.np  

account@nawakantipur.com.np  

loan@nawakantipur.com.np  

cash@nawakantipur.com.np 

marketing@nawakantipur.com.np 

shiva.sitaula@nawakantipur.com.np  

mukunda.pandey@nawakantipur.com.np 

haripanday@nawakantipur.com.np  

manojsedhai@nawakantipur.com.np  

khilanath.ghimire@nawakantipur.com.np 

bhola.panday@nawakantipur.com.np  

narayanbabu.kandel@nawakantipur.com.np  

nawaraj.tripathi@nawakantipur.com.np 

binod.sapkota@nawakantipur.com.np  

bikash.dulal@nawakantipur.com.np  

binod.sedhai@nawakantipur.com.np  

sushila.pandey@nawakantipur.com.np 

sarita.maharjan@nawakantipur.com.np 

sanjita.mainali@nawakantipur.com.np 

sushan.maharjan@nawakantipur.com.np 

januka.sedhai@nawakantipur.com.np  

sharmila.panday@nawakantipur.com.np  

 

 

mailto:battisputali@nawakantipur.com.np
mailto:indrachowk@nawakantipur.com.np
mailto:account@nawakantipur.com.np
mailto:loan@nawakantipur.com.np
mailto:cash@nawakantipur.com.np
mailto:marketing@nawakantipur.com.np
mailto:shiva.sitaula@nawakantipur.com.np
mailto:mukunda.pandey@nawakantipur.com.np
mailto:haripanday@nawakantipur.com.np
mailto:manojsedhai@nawakantipur.com.np
mailto:khilanath.ghimire@nawakantipur.com.np
mailto:bhola.panday@nawakantipur.com.np
mailto:narayanbabu.kandel@nawakantipur.com.np
mailto:nawaraj.tripathi@nawakantipur.com.np
mailto:binod.sapkota@nawakantipur.com.np
mailto:bikash.dulal@nawakantipur.com.np
mailto:binod.sedhai@nawakantipur.com.np
mailto:sushila.pandey@nawakantipur.com.np
mailto:sarita.maharjan@nawakantipur.com.np
mailto:sanjita.mainali@nawakantipur.com.np
mailto:sushan.maharjan@nawakantipur.com.np
mailto:januka.sedhai@nawakantipur.com.np
mailto:sharmila.panday@nawakantipur.com.np
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!$=% 8f]d]g ;lxtsf] Od]n Joj:yfkg M 

!$=%=! ;+:yfsf sfof{no k|d'v tyf ljefuLo k|d'v sd{rf/Lx?nfO{ sfof{nosf] 

8f]d]g gfd /fvL Od]n Psfp06 k|bfg ul/g]5 cfjZostfsf cfwf/df 

cGo ;ldlt kbflwsf/L tyf sd{rf/LnfO{ pQm Od]n PsfpG6 pknAw 

u/fpg ;lsg]5 . 

!$=%=@ !$=%=! adf]lhd clkml;on 8f]d]g gfdsf] Od]n ePsf sd{rf/L ;+:yfsf] 

;]jfaf6 cjsf; lnPdf tTsfn To:tf] Psfp06 vf/]h ul/g]5 . 

!$=%=# o;/L Od]naf6 ePsf] kqfrf/ ;fj{hlgs sfuhkq (Public 

Document) sf] ?kdf sfof{nodf clen]v /xg]5 . t/ gLlh k|of]hgdf 

ePsf] kqfrf/nfO{ ;+:yfut ?kdf lnOg] 5}g . 

!$=%=$ clkml;on 8f]d]g gfdaf6 Od]n ul/Psf kqfrf/df JolQmut uf]klgotf 

(Right of Privacy) nfu' x'g] 5}g . 

!$=%=% ;+:yfn] cfjZos 7fg]sf] avt To:tf] Od]naf6 ePsf] kqfrf/ dfly 

5fglag ug{ ;Sg]5 . 

!$=^ ;+:yfåf/f hf/L kl/kq, ;+:yfsf] ;DklQsf k|df0fx?, btf{ k|df0fkqx?, ;+:yf ;Ddflgt 

ePsf k|df0fkqx?, k|To]s aif{sf clGtd n]vfk/LIf0f k|ltj]bg, k|To]s aif{sf 

;fwf/0f;efsf] k|ltj]bg tyf lg0f{o, ;~rfns ;ldltsf] a}7ssf dfOGo"6, k|To]s aif{sf 

;+zf]lwt gLlt tyf sfo{ljlw tyf tf]s]sf cGo dxTjk"0f{ sfuhftx?sf] lkl8Pkm jf 

h]lkOhL skL lgoldt ?kdf Aofsck ul/g]5 . 

!%= ;~rf/ dfWodsf] k|of]u M  

;+:yfsf] sf/f]af/ / ultljlw;Fu ;DalGwt ljleGg tYof+s / ;"rgfx?nfO{ k|To]s 

sfof{nodf /x]sf] ;"rgf kf6L, km];a's k]h, efO{j/ u|'k dfkm{t ;fj{hlgs ul/g] 5 . 

!^= gjsflGtk'/ :df6{ PK; M  

;+:yfsf ;b:ox?sf] art tyf e'QmfgL sf/f]jf/ nfO{ ;b:os} df]jfO{n dfkm{t l8lh6n 

dfWodaf6 ug{sf] lgldQ gjsflGtk/ :df6{ Pk ;~rfng ul/g]5 .  

!&= ;+:yfsf] j]e;fO{6, PlKns]zg, ;e{/, :6f]/]h tyf g]6js{ ;'/Iff ;DaGwL M  

1. ;+:yfn] k|of]u ul//x]sf] sf]/ a}+lsª\u ;km\6j]o/sf] b}lgs 8f6fa];nfO{ k|wfg sfof{nodf 

/x]sf] ;e{/sf cltl/St zfvf sfof{nodf tf]lsPsf] :yfgdf b}lgs ?kdf 8f6fa]; 

Aofsck ul/g]5 .  



 

k]h g+= 10÷13 
 

2. sfof{nosf sDKo"6/x?df cfjZos USB kf]6{x?dfq Enable ul/g]5 . sfof{no4f/f 

k|bfg ul/Psf jf :jLs[t Removable pks/0fx?dfq sDKo"6/df hf]8\g ldNg] ul/ ;"/Iff 

Joj:yf ldnfO{g]5 . 

3. dxTjk"0f{ 8f6f / ;]jfx?;Fu ;DalGwt ;e{/ / cGo g]6js{ pks/0fx?nfO{ ;'/lIft 

agfpg Network Segmentation nfu' ul/g]5 . 

4. Website tyf Application x?df clgjfo{ ?kdf SSL Certificate Install ug]{ 

Joj:yf ldnfO{g]5 . 

5. ;+j]bgzLn ;"rgf /xg] If]q  -Datacenter/Server Room_ x?df cgflws[t kx'Fr x'g 

glbgsf] nflu Access Control/Door Luck System sf] Joj:yf ldnfO{g]5 . 

6. ef}lts ;"/Iffsf] nflu IP Camera ;lxtsf] Surveillance k|0ffnLsf] h8fg ul/ 

cg'udgsf] Joj:yf ldnfO{g]5 . 

7. Password /fVbf ;xh} cg'dfg ug{ g;lsg] ul/ ;'/lIft Password /flvg]5 . 

Password x/]s tLg tLg dlxgfdf clgjfo{ kl/jt{g ug'{kg]{ Joj:yf ldnfO{g]5 . 

8. O{d]n ;'/Iffsf] nflu Email Service Provider n] k|bfg u/]sf] Security Features 

nfO{ Enable ug]{ Joj:yf ul/g]5 .  

9. ;DalGwt sd{rf/Lx?n] cfkm\gf] lgsfodf k|of]u eO{/x]sf Email nufotsf ;"rgf 

k|ljwL k|0ffnLx?df Multi-factor Authencation sf] k|of]unfO{ k|f]T;fxg ul/g]5 . 

10. ;"rgf k|ljlw ;DaGwL sfo{ ug]{ ;DalGwt sd{rf/Lx?sf] nflu lgoldt ?kdf 

Data/Application/Network/Cloud Security nufotsf ;fO{a/ ;'/Iff ;DaGwL 

tflnd k|bfg ug]{ Joj:yf ldnfO{g]5 . 

!*= sfof{nodf /x]sf 8]:s6k÷Nofk6k / lk|G6/ ;'/Iff ;DaGwL M  

1. sfof{nodf /x]sf 8]:s6k÷Nofk6k k|of]u ug'{ gkg]{ cj:yfdf ;Fw} Lock/Logoff ug]{ 

tyf sfof{no 5f]8\bf 8]:s6k÷Nofk6k nufotsf pks/0fx?nfO{ clgjfo{ aGb ug]{ 

Joj:yf ldnfO{g]5 . 

2. 8]:s6k÷Nofk6k cfjZos kbf{ afx]s GPS,Bluetooth, NFC / cGo Sensor x?nfO{ 

Disable /fVg] Joj:yf ldnfO{g]5 . 

3. 8]:s6k÷Nofk6kdf Antivirus Client Install u/L ;f] nfO{ ;a}eGbf gofF Virus 

Definition, Signature / Pacch x?df Upgrade ug]{ Joj:yf ldnfO{g]5 . 

4. USB, External Harddisk nufotsf Plug and Play Devices x?sf] k|of]u ubf{ 

x/]s k6s Security Scan ul/ ;'/lIft /x]sf] Plsg u/]/ dfq k|of]u ug]{ Joj:yf 

ul/g]5 . 

5. Password, IP Address, Network Diagram jf cGo ;+j]bgzLn hfgsf/LnfO{ 

;DalGwt JolQm afx]s c?n] gb]Vg]÷ge]6\g] 7fFpdf /fVg] Joj:yf ldnfO{g]5 . 



 

k]h g+= 11÷13 
 

6. clt cfjZos k/]sf] a]nfdf dfq ;Lldt ;do / ;Lldt k|of]ustf{sf nflu dfq 

File/Folder Sharing ug]{ Joj:yf ldnfO{g]5 . 

!(= sfof{nosf] O{d]n tyf Phishing Attack ;'/Iff ;DaGwL M  

1. ckl/lrt JolQm tyf ;+:yfaf6 cfPsf Email x? Phishing tyf Spam Email x'g 

;Sg] x'Fbf To;sf] cflwsfl/stf k'li6 geP;Dd gvf]Ng] Joj:yf ldnfO{g]5 . 

2. ckl/lrt JolQm jf 7]ufgfaf6 cfPsf] z+sf:kb O{d]nsf] File/Photo/Link nfO{ gvf]Ng 

/ tt\sfn Delete ug{, cTofjZos afx]ssf Webpage/Newsletter/Mailing List 

x?df Subscribe gug{, O{d]n SMS jf kmf]g dfkm{t cfkm\gf] Password, OTP, Bank 

Account Number, PIN Code h:tf ljj/0fx? gk7fpg ;DalGwt sd{rf/Lx?nfO{ 

;";'lrt ul/g]5 . 

3. O{d]n vftfdf Multi-Factor Authentication nfO{ Enable ug]{ Joj:yf ul/g]5 .

  

@)= ;DklQ ;fdfgsf] jf/]06L sf8{ Joj:yfkg M 

;+:yfn] vl/b u/]sf] ;DklTt ;fdfgsf] jf/]G6L sf8{ ;'/lIft /fVg] ul/ sfof{nodf jf/]G6L 

sf8{ kmfon v8f u/L ;'/lIft ul/g]5 . o;/L ;'/lIft ul/Psf] jf/]G6L sf8{ nfdf] 

;do;Dd jf/]G6L kfOg] Aof6«L nufot v/fa ePsf] cj:yfdf ;]jf k|bfos sDkgLn] 

jf/]G6L dfu ubf{ ;f] sfuhft pknAw u/fpg'kg{] ePsf] cj:yfdf ;DalGwt sfof{non] 

k|wfg sfof{nonfO{ pknAw u/fpg'kg{]5 . jf/]l06 sf8{ pknAw gePsf] cj:yfdf 

;DjlGwt sfof{nosf k|d'vn] ;f] sf] bfloTj jxg ug'{kg{]5 . 

 

@!= sDKo'6/ ;km\6j]o/sf] Joj:yf M 

;+:yfn] cfkm\gf] sfof{nodf k|of]u u/]sf] sDKo'6/ l;:6ddf ;+:yfsf] cfjZostf;Fu 

;DjlGwt /x]/ tf]s]sf] ljG8f]h tyf PKnLs];g ;km6\j]o/ dfq k|of]u ug{' kg{]5 . ljleGg 

k|s[ltsf ;km\6j]o/ OG:6n ubf{ ;+:yfnfO{ xflg gf]S;fgL k'/\ofpg] x'Fbf ;km6\j]o/ k|of]u 

lgif]w ul/g]5 . cgflws[t ;km\6j]o/ OG:6n ul/ k|of]u ubf{ efO{/; ;+s|d0f x'g], 

g]6jls{ª\u l;i6ddf c;/ k'Ug], sfdsfhdf Ps?ktfsf] ;d:of ;[hgf x'g] x'Fbf 

hfghfgL To;f] u/]sf] v08df ;+:yfsf] dfgj ;+;fwg lglt tyf sfo{ljlw cg';f/ b08 

;hfosf] efuLbf/ aGg] Joj:yf ul/g]5 . 

 

@@= sDKo'6/ ;~rfng M  

;+:yfsf] ;Dk'0f{ sDKo'6/ l;:6dnfO{ clgjfo{?kdf 8f]d]gdf /flvg]5 / k|of]ustf{nfO{ 

8f]d]g o'h/g]d / kf;j8{ k|bfg ul/g]5 . sDKo'6/sf] ;'/Iff ug{' ;DjlGwt sd{rf/Lsf] 

bfloTj x'g]5 . ;fy} sDKo'6/ v/fj x'g glbg ;r]t /xg' kg{]5 . sDKo'6/df s'g} v/fjL 

b]lvPdf cfO{l6 ljefudf ;d:ofsf] hfgsf/L u/fpg'kg{]5 . dd{t ;Def/sf] cfjZostf 



 

k]h g+= 12÷13 
 

k/]df ;DjlGwt sfof{nodfkm{t l;kmfl/; ul/ s]lGb|o sfof{nodf k7fpg] / s]lGb|o 

sfof{no dfkm{t :jLs[t kZrft dd{t ;Def/sf] k|s[of k'/f ug{ ;lsg]5 . 

 

@#= oGq pks/0f Joj:yfkg M 

k|wfg sfof{nosf] :jLs[lt ljgf cfGtl/s tyf afx\o g]6js{ lj:tf/ ug{, 6]lnkmf]g 

P:s6]G;g /fVg, l;l; Sofd]/fsf] nf]s];g kl/jt{g tyf yk ug{, O P6]G8]G;sf] :yfg 

kl/jt{g ug{, :jLr, /fp6/ k|of]u ug{ jfo/n]; l8efO{; tyf Nofg :jLr /fVg, 

sDKo'6/df df]jfO{n hf]8\g], Nofk6kdf x6:kf]6 agfpg], efO{/; ;+s|d0f ePsf] k]g 8«fOe 

k|of]u ug{] h:tf sfo{ ubf{ g]6jls{ª\u l;i6ddf c;/ kg{] x'Fbf To;f] ug{ lgif]w ul/Psf] 

5 . ;fy} sfof{nodf Psk6s ;]6ckm ul/ lglZrt :yfgdf Aojl:yt ul/Psf] oGq 

pks/0fnfO{ ;"rgf k|ljwL ljefusf] k/fdz{df dfq pko'St 7x/]adf]lhd :yfg kl/jt{g 

ug{ ;lsg]5 . 

 

@$= cfO6L sIfsf] Joj:yf M  

;+:yfsf k|To]s sfof{nodf sfo{/t sd{rf/LdWo] ;DalGwt sfof{no k|d'vsf] l;kmfl/;df 

cfO6L ljefusf] tkm{af6 cfO6L x]g]{ lhDd]jf/L k|bfg ul/g] 5 . pSt lhDd]jf/L k|fKt ug]{ 

sd{rf/Ln] ljefusf] ;xof]udf cfˆgf] sfof{nodf pTkGg x'g] cfO6L;Fu ;DalGwt 

;d:of ;dfwfg ug'{ kg]{5 . 

 

@%= ;e{/ sIfsf] Joj:yf M  

;+:yfsf] ;e{/ sIfx?nfO{ k'0f{t Aojl:yt ul/g]5 . ;e{/ sIfdf cflwsfl/s JolQm jf 

sfof{no k|d'vsf] cg'dlt lnP/ dfq k|j]z ug{'kg{]5 . k|fljlws kmfF6sf] lhDd]jf/L k|fKt 

sd{rf/L jf sfo{no k|d'vn] ;e{/ sIfnfO{ hf]lvdd'St /fVg' kg{]5 .  

 

@^= kfj/ Aofscksf] Joj:yf MPowerbakup M  

;+:yfn] ljleGg sfof{nox?df cfjZostf cg';f/ cgnfO{g, o'lko;, OGe6{/ k|of]udf 

Nofpg]5 . b}lgs sf/f]af/sf] nflu cTofjZos pks/0f dfq k|of]u ul/g]5 . sDKo'6/, 

lk|G6/ / cTofjZos pks/0f jfx]sdf a9L nf]8 lng] kmf]6f]slk d]l;g, lk|mh, P;L, km]g, 

s'n/, x]eL lk|G6/ tyf cGo al9 Ifdtfsf] nf]8 lng] oGq pks/0f h8fg ul/g]5}g . 

lgif]lwt ul/Psf oGq pks/0f k|of]uaf6 ;d:of l;h{gf eP ;DalGwt sd{rf/L 

hjfkmb]xL x'g] Joj:yf ul/g]5 . 

 

 

 



 

k]h g+= 13÷13 
 

@&= h]g]/]6/ Joj:yfkg M 

;+:yfn] cfkm\gf] sfof{nox?df cfjZostf cg';f/sf] h]g]/]6/ k|of]udf Nofpg]5 . h;n] 

nfOg gePsf] cj:yfdf kmf]g, kmf]6f]slk d]l;g ;~rfng ug{ / OGe{6/, o'lko;, 

cgnfO{g l;i6d rflh{ª\u ug{ d2t k'/\ofpg]5 . 

 

@*= k|fljlws hgzlSt Joj:yf M  

;+:yfn] ;"rgf tyf k|ljlw ljefusf] u7g;Fu} sfof{nout ?kdf ;+:yfnfO{ cfjZos kg{] 

k|fljlws?kdf ljifout 1fg ePsf bIf, Ifdtf / of]Uotf k'u]sf hgzlSt Joj:yfkg 

ug{]5 . 

 

@(= JofVof ug]{ clwsf/ M  

of] gLlt tyf sfo{ljlwsf] JofVof ug]{ clwsf/ ;~rfns ;ldltdf lglxt /xg] 5 . 

 

#)= ;+zf]wg M 

of] gLlt tyf sfo{ljlwsf] s'g} klg a'Fbfdf ;+zf]wg, vf/]h jf yk ug]{ clwsf/ ;~rfns 

;ldltsf] l;kmfl/;df ;fwf/0f ;efn] ug]{5 . 

#!= arfp M 

of] gLlt tyf sfo{ljlw hf/L x'g'k"j{ ;+:yfdf ePu/]sf ;"rgf k|ljlw;+u ;DalGwt ;Dk"0f{ 

sfo{x¿ o;} gLlt tyf sfo{ljlw adf]lhd eP u/]sf] dflgg] 5 . 

.. ;dfKt .. 

 

;+:yfsf] @&cf}+ aflif{s ;fwf/0f ;efaf6 kfl/t 

ldlt @)*! ;fn kf}if @) ut] zlgjf/ 
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